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[Claims] 

[Claim 1] A communication route control method in a computer network 

system connected to another computer network via a communication network, the 
computer network system being equipped with a home router unit which manages the 
current location of a computer whose home is at a predetermined location of 
connection in the private system network and relays a packet transmitted to a 
destination computer, the communication route control method for controlling a 
communication route between computers, the communication route control method 
comprising the steps of: 

storing address information including a correspondence between a first 
location identifier which is unique to the computer and clearly defined in the private 
system network and a second location identifier which is clearly defined in the whole 
network so as to allow the location of a computer moving from the home position of 
connection among the computers to be identified; 

judging, based on transmitting source information and destination information 
including a first location identifier included in a packet to be relayed by the home 
router unit, whether each of the computers communicating the packet with each other 
has moved from the home place of connection in the system network of its own or not; 
and 

transmitting the second location identifier of the computer moving at least to a 
communicating partner of the computer moving in a case where it is judged that at 
least one of the two computers comminuting the packet with each other has moved 
from the home position of connection in the system network of its own. 
—(omission)— 
[0012] 
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[Means for Solving the Problems] The present invention (Claim 1) is directed to a 
communication route control method in a communication network system which is 
connected to another computer network via a communication network. The 
communication network system is equipped with a home router unit which manages 
the current location of a computer whose home is at a predetermined location of 
connection in the private system network and relays a packet transmitted to a 
destination computer. The communication route control method controls a 
communication route between computers. The communication route control method 
is characterized by storing address information including a correspondence between a 
first location identifier and a second location identifier. The first location identifier is 
unique to the computer and clearly defined in the private system network and a second 
location identifier which is clearly defined in the whole network so as to allow the 
location of a computer moving from the home position of connection among the 
computers to be identified. The communication route control method is also 
characterized by judging, based on transmitting source information and destination 
information including a first location identifier included in a packet to be relayed by 
the home router unit, whether each of the computers communicating the packet with 
each other has moved from the home place of connection in the system network of its 
own or not. Also, the communication route control method is characterized by 
transmitting the second location identifier of the computer moving at least to a 
communicating partner of the computer moving in a case where it is judged that at 
least one of the two computers comminuting the packet with each other has moved 
from the home position of connection in the system network of its own. 
—(omission)— 

[Embodiments of the Invention] 
—(omission)— 

[0034] First, with this embodiment, a description will be given in the case where 
moving host computers H2 and H3 are moving to private system networks lb and lc, 
respectively. When the host computer H2 and the host computer H3 as the 
communication partner communicate with each other through encryption, both host 
computers, as each other's current location is unconfirmed, each encipher and 
encapsulate a data packet including a destination being specified wtih a home address 
HA2 or HA3 allowing it to reach the home router HR (by using an address CAO, in the 
case of Fig. 4, which is clearly defined about the home router HR in the whole 
network), and send it out towards the home router HR of a private system network la 
to which the both host computers were connected before moving (0 in Fig. 4). 
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[0035] Upon arrival of the data from the host computer H2, the home router HR 
decodes the enciphered data to know by the home address HA3 written in the header 
that the packet is addressed to the moving host computer H3. Then, the home router 
HR obtains the current location information of the moving host computer H3 with 
referring to such an address management table as that of Fig. 2 which is managed 
within the home router HR. In this case, since the destination address CA 3 of the 
move becomes the current location information, the destination is changed to the 
address CA 3 which is clearly defined in the whole network indicating the present 
location of the host computer H3, and then a data packet is sent to the host computer 
H3(®in Fig. 4). 

[0036] The same is applied to a communication carried out from the host computer 
H3 to the host computer H2. Specifically, the data ((f) in Fig. 4) once sent out to the 
home router HR is decoded. Then, a data packet is sent to the host computer H2 after 
the destination is changed to the address CA2 whichis clearly defined in the whole 
network indicating the current location of the host computer H2 based on the current 
location information of the host computer H2 (@ in Fig. 4). 
--(omission)— 
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(54) COMMUNICATION PATH CONTROL METHOD AND COMMUNICATION PATH CONTROLLER 



(57)Abstract: 

PROBLEM TO BE SOLVED: To avoid redundancy communication at 
ciphering communication by detecting position information of a mobile 
computer and its communication opposite party and reporting each 
external network address with each other. 

SOLUTION: Mobile host computers H2, H3 using self-organization 
network 1a as a home move respectively to external self-organization 
networks 1b, 1c. A path controller 12 references an address 
management table based on a transmission source address and a 
destination address in data packets via a home router HR to check 
whether or not both the computers are moving. In the case of 
detecting ciphering communication of a computer, a unique address 
as a whole in the network representing a current position of a 
communication opposite party is reported to the computers H2, H3. 
Thus, the position information of the mobile computer and the 
communication opposite party is detected and each external network 
address is reported to the both and control information representing 
direct connection is returned to the both not via a home router. 
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moBf^ffcam^iH-r^i (xf-^si2) 4 ^© 
a«*ff 9 2 -><D&m** b fH«H 2 , h 3 ccanffi 

20 #*D3iiSE{iig£:ijVr * * F -7-^^-1^57 F 
UX£ffl*Db Uf7^S 13) , W#«CSIS"*-S*» 

*tju- F-cnf^fbae*wK-fe * ft f^tii^w 

[0 04 1 ]C©Wm *»**m«BH2K:*tL 

T»a««#r*a*»** fh-swh 3 ©»ttitr f 

UXCA3*M*0U W#*hitlMH3«C»l/T:tt 

ae«^r*s*n*x FtHwaiH 2 <mn%r f 

[0042] ft*». ±eot Fu^oasoidec. ff§ 
30 ^baM^^^s^^jMffafti^w^riiftbr 

2. H3K^o*a{fc««cj:aBWfca«3Wijasti 

[0 04 3] icir, h7-^«a«cj:or». 

^®*X Ht«WH2 i»lfc** hm-^«H3<Dra^r* 
i4>*-So -€■©<!: ^ft«^CC»ja-r*}fca«> % *-aj1/- 

4rHR3&j«ap=i^>F*afBOfc«"c. asaft^Ai 

40 C». Hgam^e£SLft^o/cii^CC«, HS2^(D* 

x FtfS*5<3^M J &*--A;i/--^HR-C^^Ci«: 

ft^cDr, c<o»a«cj:omKa«©iaHf*fliR , r*c 
[0044] $>Lm.mmm&f8&is%fr sterns (x-r 

^S15), ^^rOtf-fc^XCD^. Tft=b^*- 

AJU- ^ h Rgs©ae©^<Dfca&cc!iWft«a*ff 

9 (XTv-JS 16), 
[0 04 5] mtf. 

( 1 ) -e<D***-AJW-^ HRgsraisaitsi** 
50 ( * * -c<D$m& mntLx mm-? a > 
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(7) 

(2) fttcm^tcfflw^vyh'Zfmti,. hk*-a 
[ o o 4 6 ] ccojz $ <c*mm&mc jctu* . ?«m-* 

A b T<D# nJf&T & ^ feMbft JMi <t -eco mfm^ t CO 

[0047] #IM§fcJ:*itf % #S&ftl£fS<t^cD 20 
K*»^Tfc#-A^-**Sfil,Tl,*5. it^fc 

t\ a«i*«6i»t»f'r7c©tt«irw«'c*«. r 

[0048] JWc, •coSIBPMIt^adWKl'OC^-CH^" 

/ h 2 Lfct&ii* -e<DMm«^>^x f tmm 3 <t 

*v hy—>7<DAnfcWPtitcT—$rt J !ry FAS 30 
$£g4 arf-f;^7 F*«l#{fc3ft (05*O1 0 
1 F 7-£rt<D*-~A;l/-£HRfc:K 

SStl ( 1 02) , #-AJU-*HR##tt*:* Fftl? 
(Ml 2®«&fU£aUHl/KarS (10 3). f*-* 
A^r > H2Sft*X F^CCWB^Sf'-ir-rC*-? h ^ 
«a«4dTfl»ft;3*i*. 

[0 04 9] CC~C\ eRHHOKB 1 2 i*. *-AU— 
drHRrt«crW13#irC»**X FfFJ£t8H3<hi£»* 
xhlW«H2©ffimf«*#JHr*Ci«:J:0. W* 

* f mmmmtem c * * f ? - *rtcc* a c & 40 

[ 0 0 5 0 J * CT, meffiKttflPKK 1 2 tt. HT© 

6c, ^-A^-drHRissr*^-^^^ hrtoai 

fI5ET KUX<b$S5fer FU**»*tL (Xf^S2 
1), fel/H«^^Rh-ffl«K:JiLT^*IW«-C* 

(xr- ? 2 2 ) , mmt/mmtifi*9K*>z so 
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*fBlf L (^f ^S23) , Bt-9fb-ar-r*oiB**B 
&r&SK (15*0104) r©J:OWatta«*tf 

[005 1 ] 4C*T. 2 0(D^^FM(D^M 
< £ t>-Jjl)W^fr*>&$bLT^<D* v b y — PdCA-o 

hradt-fe? hry^r^*Bo»«»3^>F*a 

h«fflS6a4 a (*-AJl/-5rHRtcH«br 
[0 052] CO^FR^itt. 

( 1 ) &LS*§;P- F (S5f>0Dl 0 4) KJMCE)?-* 
FXOKK (@5*©4e) IHftl 

(2)ifilS^-h (0 5*<D1 0 4) ^IJO^-^^*^ 
^<!lgg (i5ipC[)4e)^ot4 J 7 s — *'<4r 

[0053] «otCOJ:9 W^tatSLt, ^S$HJ 

mKo^^ic. iasa«3-a-rfii>3&>*flKL/ (x 

(X^2r^ r S3 4) , ^tCSll^<D3iaCDr Fl/X*I 

%m&-&? hT7^rs&ow»3^>F*»tfu (x 

[0054] ±fB<D^J»f<b(i. 

( 1 ) feua^^- Kcgocc-f-^/^^ bwmsa&fi 
*tii*. a«BBS<D*is*e'riw»3^>F*3R*ecjB 

( 2 ) i^SS^Mtci: 0 r 7 - dr^-^r » F ffiffigB*s£*>£ 
9-^«JSR**-AJU-^HRCCj:0«acL/TfeJ:i,> 

*?f ^f 8 -^^? bm&mmcomifrz^-zitcmz 
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[0055] fcfc* mm^-^^-r^mmtaM^^o 

[0056] *^tc #«sm«<!: . -e-oaft 
grc&£ c <b^JML//c<or±< ffg^{t£tT*>fci,>afI 

[0057]^ Cti*T«MUr*fc«»»«** 
»LfcJB!BCcoi*rittiHT*. H±<D8WHTtt. #-a 

^ h Rm&-cmm-rz>mJ5<Dit&t&&t tec*- a 

^ ^co^aaM^r^-r ^ ? F «7 - *c* 
£T KU*£a»lT£c£<tb/te —~fi 
(DIMM!***- ACD&S2P $> o fct§^ 

£aftrT£J:5K:i/T&m\, c©»&. Kaft«#a> 
6iS0Hi3n4M[*»+ft»«8<O/^y F* % *-A 
;i— £ H R *«dWT * 4 c i #*5J«cc £ 4 . 
[oo 5 8] ma. hicc**i*t* H*i/ttc^«BH 

h9-5rKttl«S*irt»4IHWiHxi»»© 
g£&$g* 9hV-9lb K^»*<DfH£tSH 2 OIMIC 

[0059] a«BJHfc*5C»rtt % M-JBKH x»WM» 

^SitffcT FUXCA2) £ftje>&l><Dt\ ftHE|£H2 
CD#— AT FUXHA2 -C3B**JBffi b 7 s - * v 

F«7-^ 1 a<D*-A;U-*HRecg< J:5«CjS!3ffi 
f 8 tut, ifcfcBWJOA:©£0«c, #-Afl>-*H 
Rtt, tm«HxJ&»&<D/*$-* F£*X FINISH 2 $C 
(BS-TS. CCT, IHJaHxlW^ FWCCS^jXt? 

[0060] — tt*«H 2 tt. ItlSH x*>6KiS 
SftT#fc'**» F©^ ftfittiHxCD* 

y F^-^^ft-c— *r*sr Fux (Ttcto^CA 

x> ttt6lli*Jt?*&©t. ««IH2 3&»6IHWIH 
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x^©>*** FR&tt. *-AJl/-^HR*^S"r«Ctf 

[0 06 1 3 C Ct, 8»fHB!&S 1 2 M\ A^- 
^HR^igiT^--*^? bJftOgtUTtT FU^i 
3©fcTFUX (mB±£UHA2iCAx) #>e>. 
PSs1*«<D5 ^— ^OtmtSH 2 J*<D®MiPh& 
%}tp<D'b<DT$>2>Ct#ftfrZ><> Ctltt, TF*U*CA 
xCCfiS"T4ftSISHx«, tt#«H2©3I«E{tH*5K 
» F7-^^*t-ft^^7 FUXSrfcJefct^ 

10 c^ci*awc-rs. fct, ttmaHxtc, n-ntSH 
2<Dm&®m*mir* v f ?-*±*-c— *r*37 f 
uxcA2£fflfcrr&c 

[0 06 2] C©J:9Ccmtf. ft#«Hxtt, IWfll 

H2JB©/***? F<0jS5tcT FUXilt, gfft^ffiH2 
<D* v F y - * -£&~C—M-C& 6TFU^CA2 €rf §5£ 

«SH2^CDiiflSI&S*K ^-A^-^HR^gStf, 

[0 06 3] fcfc, ±iacD<fc ^ fe^aouB©* ^ fv— 
^**«;fw-±©«j*»»&. F«7-^** 
^*?^L/<^c^<D'r$>4^)&^4o *ct, ±taco 

Ji^Jc^BBiHIU©*^ F*7-^Ccg^5ti/ttFSL«iK:S 
Fux^il»lT4Cc$)/c-or«, MittahmHx^? 

30 [0 0 6 4] *«B8i*. 3HaB»^«*S*ltt**»«!a 
[0 06 5] 

[*9!©»*] *«wccj:n«. ^tmaitoafi 

40 tB^©{£gtt$B£tfetH U gfaMtB^tc^ifrtfmtS© 

aMoco^r, *-Aju-**«£gS'i"ac£&<fi; 
*htf*ti«l»a>a»W*lt< *T4 c i^njffer^ 

*. 

[HffiO«*tttt9B] 

[HI] #»W©J!*DB«K«S* 9 F ^-^^fiS^ 

so ^-rs*«^ 
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[02 ] r Kux^af— ^kd— 

[04 ] *%Bj©H5gcD^)SK:^SigKSja{bcD$iJ®3 
v> K©ijStt£ijVr0 

[05 ] #fSHJ©*&©^K:{fc-Sfte©* ^7-^ 
[07] SSSSOaiilSK: J: S*flSP©— m*m??u-**xo 2 0-/^ 
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